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Abstract

Keyless is a zero-knowledge biometric authentication and identity management plat-
form that eliminates the need for businesses to centrally store and manage passwords,
cryptographic keys and other authentication data, without compromising on conve-
nience and privacy for their users. Keyless solves the complexity of managing and
recovering passwords through the combination of secure multi-party computation and
biometric technologies, enabling users to access their accounts anywhere, at any time,
from any device, without the fear of losing their passwords, being hacked, or having
their data exploited. The novelty of the Keyless protocol lies in the combination of
biometrics, cryptographic protocols, and identity with several ideas around protocol
structure, and enrolment. The protocol aims to enable interoperability among appli-
cations with authentication and identity functionalities. This white paper provides a
high-level overview of the Keyless protocol to help technically-curious readers perform
an initial evaluation of the ways in which the Keyless protocol is novel, rigorous, and
feasible.
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1 Introduction

Authentication on the internet is broken. The internet was meant to be decentralized, but
today user data is stored in centralized databases that sit like honey pots for hackers and
monetization vehicles for large companies. Poor user experience exacerbates this problem.
Users must remember dozens of passwords or rely on other tools to manage their accounts
and cryptographic keys, but too often their security is compromised and passwords are lost.
The combination of insecure architecture and complex user experience has resulted in data
compromise, lost passwords, and stolen identities for hundreds of millions of users, and
billions of dollars lost or stolen.

At Keyless, we are embarking on an ambitious journey to solve this structural issue of
the internet as we know it today. We want to give control of personal and authentication
data back to the user, along with the freedom to access digital services from anywhere,
at any time, while also helping enterprises comply with security and privacy regulations.
To achieve this we are building a privacy-first biometric authentication and personal iden-
tity management platform, which will eliminate the need for businesses to centrally store
and manage passwords, personal keys and authentication data, without compromising on
convenience and privacy.

By combining privacy-preserving distributed computation and zero-knowledge cryptog-
raphy with the convenience of modern biometric authentication methods, Keyless provides
a simple, secure and interoperable authentication capability accessible from any device. Or-
ganisations need to protect sensitive data; however, with our user-centric solution, the user
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need not trust the organisation with their personal credentials. This zero-trust approach
solves the trade-off between security, privacy, and convenience, allowing organisations to
tackle the current limitations of providing seamless user experience with privacy-preserving,
powerful security.

1.1 Background and Motivation

Major cyber-attacks and data breaches are occurring at an alarming rate. In the first six
months of 2019 alone, over 4.1 billion records were compromised in high-profile hacking
incidents [Win]. In an era where personal information is no longer private and passwords
are commonly reused, stolen, or cracked, the traditional scheme of accessing data and ser-
vices by username and password has repeatedly shown to be inadequate. Nearly 40% of
breaches compromise passwords, and over 80% of attacks involve the use of stolen or weak
credentials. This is a resounding wake-up call that new methods are needed to validate our
identities online.

Usernames and passwords are not only a weak and outdated authentication method but
they are also becoming a burden for the user, who is now forced to remember dozens if not
hundreds of combinations. Additionally, enterprises must store and protect user credentials
in a secure and compliant way; however, as long as organisations maintain large centralised
databases of personal identity and authentication data, these “honeypots” will continue
to attract attackers to execute large-scale data breaches. With the convergence of digital
and physical access to protect high-value assets, no wonder 90% of consumers say they
are “very concerned” about internet privacy [Bye]. For enterprises who need to store user
credentials, data breaches, password security and privacy compliance are among their top
ten concerns [Kin].

Simplicity Methods for identification and authentication are becoming increasingly com-
plex. The result is a fragmented user experience and ever-growing number of credentials
users have to manage. This often results in poor password hygiene, which degrades user
experience, and costs businesses on average $70 USD per reset [Mis]. With major breaches
impacting even the largest and most sophisticated companies, users are increasingly wary
of new sign-ups, resulting in abandoned purchases and transactions.

Security Passwords and personal information stored by companies are vulnerable to at-
tacks. Until recently, security models have been firewall-centric with the main focus on
erecting a perimeter around the corporate network—the honeypot. The assumption was
that anyone inside the perimeter was to be trusted; however, this model has come under at-
tack. First and foremost, the perimeter itself is proving to be less effective with the average
breach costing nearly $4 million [IBM], and second, the model is losing relevance owing to
the migration of data to the cloud and the proliferation of Bring Your Own Device (BYOD)
workplace policies. The current approach fails to address the fundamental issue. As long
as organisations maintain large, centralised databases of private identity and authentica-
tion data, these honeypots will continue to incentivise attackers to execute large-scale data
breaches and exploit consumers.

Privacy While biometrics are becoming more popular than ever, concerns about how each
biometric template is stored and secured are growing [Res]. Because biometric data can be
used to identify an individual beyond doubt, consequences of compromise can be grave.
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As users become more concerned about their privacy and regulations become stricter, it is
businesses who bear the burden of cost and risk to protect personal data.

Evolution in authentication methods Usernames and passwords have been the most
common form of online authentication for decades. The sign-in page is now deeply embedded
in the average internet user‘s psyche, and thus, the widespread introduction of multi-factor
authentication options represents a major change in the ways we relate to the web. In
an effort to replace traditional passwords, biometric authentication methods are becoming
more widespread amongst the general population. The use of fingerprints to access smart
devices has become pervasive, and facial recognition is widely adopted in mobile banking,
cloud-based mobile payments, for accessing government services and for remote working.
The user can choose to adopt biometric or other forms of multi-factor authentication, such
as logging in via fingerprint versus PIN, setting up knowledge-based answer questions or
adding an additional step of verification for certain access events or transactions.

The structural problem with online authentication is the reliance on memorised secrets
(i.e. passwords or PINs) shared between users and the dependent parties. Today, the user
struggles to memorise each secret, and the dependent party carries the burden of securely
storing the sensitive personal credential. Typically, credentials are saved in a centralised
storage, that attracts attackers to execute large-scale data breaches despite the dependant
party’s best effort. For this reason, stored credentials are transformed through a one-way
function, known as hash, that serves two purposes: It allows comparing the credentials
provided by the user during authentication to the one saved in the centralised storage and,
at the same time, it makes it harder for an attacker to recover the user’s credentials by
exfiltrating it from the storage.

Unfortunately, this approach does not entirely solve the problem: hashed credentials
stored in a centralised database can be easily broken by a dictionary attack or by brute
force. Hardware-based solutions to generate and store credentials provide more secure au-
thentication mechanisms than passwords. Security tokens such as YubiKey [yub], for exam-
ple, are used for this purpose. However, they are costly, inconvenient for users to carry and
often misplaced. SMS-based one-time passwords aren’t ideal either, since they are relatively
expensive, insecure, unreliable and difficult to use for those with limited digital familiar-
ity [Tim]. The problem remains that more secure, easy-to-use, mobile-based biometric
solutions are restricted to specific vendors or platforms instead of being ubiquitous.

In recent years, companies have started to use more advanced, decentralised authenti-
cation methods, where users’ biometric templates are matched to their device. While this
increases security by removing the “honeypot”, users are married to a single device and
“lose access” to their identity if the device is lost or stolen.

The history of password reuse clearly shows that users need a convenient authentication
method and will not follow unreasonable requirements, such as long, random and varying
passwords for their dozens of accounts. Looking ahead, we need to take an ambitious step
towards resolving the trade-offs between security and usability, privacy and convenience.
This is how we pave the way toward a future of identity and access that connects people
and technology with peace of mind.

1.2 Our Solution

Keyless is building a privacy-first biometric authentication and identity management plat-
form that eliminates the need for businesses to centrally store and manage passwords, sensi-
tive cryptographic keys and other authentication data without compromising on convenience
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and privacy for their users.
The Keyless protocol is designed with the assumption that all user data and authen-

tication and identity processes are stored and computed in a decentralized fashion. With
Keyless, users become their passwords and control their credentials. Keyless uses zero-
knowledge proof techniques in a unique way to achieve biometric authentication without
having to share the biometric template data with those that depend on the result of the
authentication. In addition, Keyless solves the credential storage problem by providing a
zero-trust environment that leverages distributed computation and threshold cryptography
to recombine the user’s secret.

To enroll in the Keyless system, a new user downloads any app which integrates the
Keyless protocol. After launching the app, the user must scan her biometrics, e.g., by
taking a picture of her face using the device’s camera. Once the network securely and
privately processes her biometric data, the user has joined Keyless. No private information
is stored in the user’s device, neither can be accessed by the Keyless network. Following
enrollment, the user’s newly created identity can authenticate many online services such as
social networks, banking systems or cryptocurrency wallets.

For privacy reasons, users can have as many different Distributed Identifiers, or
DID-s [RSL+18] (see Appendix B), as they want. By linking users’ devices to their identity,
utilising various biometric modalities and behavioral analyses, Keyless provides multi-factor
authentication (MFA) by design. The authentication process is entirely transparent to the
user, requiring only an app supporting Keyless to interact with the Keyless network and
a camera to scan the user’s face (or another biometric template chosen by the user, such
as fingerprint or iris scan). Once the biometric data is read, the network runs a secure
multi-party computation protocol to authenticate the user.

If needed, recovery of private information is possible with the help of the user-appointed
trust agent who, using their biometrics on their device, can recover the user’s account.

Keyless’ network-based biometric authentication combines the security profile of a decen-
tralised system with the availability of cloud-like architectures. This innovative approach
addresses previously intractable problems around traditional authentication (i.e. the use
and storage of secrets), secure and private biometric authentication and key management
(e.g. key recovery and revocation processes), while also providing a significant improvement
in usability and convenience.

Based on secure multi-party computation and zero-knowledge cryptography, Keyless
reduces the likelihood of cyber attackers from accessing critical information that can be used
to impersonate or violate user privacy. These attacks include man-in-the-middle attacks,
PKI manipulation, key theft and password guessing. Keyless helps ensure compliance with
privacy regulations, including GDPR, while offering a seamless user experience across devices
and platforms.

2 Technical Background

2.1 Biometrics

Biometric traits are physiological or behavioural characteristics that uniquely identify a
user. Because of the uniqueness of these traits, several authentication techniques based on
biometric signals have been introduced over the last few decades. For instance, popular
biometrics modalities include fingerprints, face, iris, voice and keystroke dynamics.

There are several advantages to using biometrics as an authentication mechanism as
opposed to current systems. By definition, they capture intrinsic characteristics of the user
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(something that the user is), thus removing the need for a user to memorize any secret
(e.g., a password or PIN), or to possess a physical device (e.g., a hardware token or a
smart card). The experience is typically more user-friendly than other modalities. Further,
biometric authentication is generally more secure than passwords. It is well known that
most users tend to reuse the same few easy-to-guess passwords to access many of their
accounts [DMR10, DAC+15, MYLL14, AOR18], which can often lead to catastrophic data
leaks. In contrast, the security of biometric authentication systems is largely independent
of the user’s choices and behavior.

If there is one aspect of biometrics that is not yet foolproof, it is that biometric signals
are somewhat noisy. Multiple measurements collected from the same user tend to vary
slightly due to several factors, including sensor noise, changes in collection environment
and natural variations in the physiological characteristic being sampled. For instance, the
image collected from a fingerprint will change between samples because of the amount of
pressure of the finger on the sensor, the angle at which the finger touches the sensor and
skin dryness. Similarly, individual pixels of the images used for face authentication will
be affected by lighting, the position of the user’s face within the frame, presence of facial
hair, etc.

Because of this noise, biometric systems do not directly compare raw biometric signals
(e.g., pixels in a fingerprint image) from a biometric sample with the corresponding signal
stored in a biometric database. Instead, they extract relevant features from the raw signals
(e.g., the relative location and the orientation of minutiae points in fingerprint images) and
match these features using pattern recognition systems [JRP04].

2.2 Multi-party computation

Secure multi-party computation involves n parties, each with a private input xi, 0 ≤ i ≤ n−1
participating in a protocol to jointly compute a function on xi. The inputs of each of the
parties remain private, except the output of the function is known to every participant. The
participants wish to preserve the properties of privacy and correctness of the protocol. The
parties may behave in a (passive) adversarial manner; for example, if a party follows the
protocol, but tries to gain extra information through the messages it observes, it is called
honest-but-curious. Further, a malicious (active) adversary may deviate arbitrarily from
the protocol and may delay or withhold certain protocol messages.1 The MPC protocols
offer the properties of correctness, privacy, fairness and guaranteed output delivery (Refer
Section A in the Appendix).

The Keyless protocol uses secure multi-party computation protocols to perform authen-
tication. This is carried out by the Keyless network which is formed by the Keyless node
servers or simply Keyless nodes. The nodes do not have knowledge of the user’s secret key
sk and each node has access to one of the shares [sk] of the secret key. The string ω′ used
during authentication may not be an exact match of the biometric template ω, because our
protocols are designed to account for the expected differences between samples collected
from the same user. Different metrics can be used to measure the closeness of the two
strings, for example, Hamming distance. For instance, Gasti et al. [GvY+16] introduced
a fast and energy-efficient protocol for generic distance computation and showed that it
performs well on common distances such as Hamming and Euclidean distance. During the
setup phase of the protocol, the user may select a set of Keyless nodes which perform the

1We refer readers to the recent work by Hastings et al. [HHN+] for information on recent developments
in secure MPC protocol implementations.
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multi-party communication for the reconstruction phase and shares the biometric string ω
plus the secret key sk. The verifiers use these shares [ω], [sk] during the authentication and
the reconstruction mechanism.

Keyless employs Garbled circuits protocol to realize the multi-party computation func-
tionality.

Garbled Circuits A garbled circuit [GMW87] allows two parties to evaluate a function
f(x, y) on their respective inputs x and y, without disclosing anything other than the func-
tion’s output. With garbled circuits, one party – the circuit generator – constructs a boolean
circuit that computes f(·, ·) and “encrypts” it. The other party – the circuit evaluator –
computes the output of the circuit, and shares it with the generator.

The circuit consists of binary gates, connected by three types of wires: (1) input wires,
which assume the value of the parties’ inputs; (2) output wires, which are set to the output
of f(·, ·) at the end of the evaluation; and (3) intermediate wires, which carry intermediate
values as they propagate throughout the circuit.

The generator associates a pair of keys or labels (l0p, l
1
p) to each wire p of the circuit. One

of the labels corresponds to bit value 0 while the other to 1. For each gate g with input wires
(i, j) with inputs bi, bj ∈ {0, 1} and output wire k, the generator computes four ciphertexts
(one for each gate input combination) using l0i , l

1
i , l

0
j , l

1
j as encryption keys. Specifically, they

compute all four instances of Ek
(l

bi
i ,l

bj
j )

(
l
g(bi,bj)
k

)
, where g(bi, bj) represents the output of gate

g on inputs bi, bj . These ciphertexts constitute a “garbled” gate, and are forwarded to the
evaluator.

To decrypt the gates and evaluate the circuit, the evaluator needs two input labels

corresponding to the pair (lbii , l
bj
j ) associated with the computation being carried. While

intermediate wire labels are computed as the output of preceding gates, input labels must
be sent from the generator to the evaluator. The generator labels can be sent as-is, because
their values do not disclose whether they represent a 0 or a 1 bit value. However, the
generator does not know the evaluator’s input, and therefore cannot directly send only the
correct labels to the evaluator. As an alternative, the generator could send all evaluator
labels to the generator. However, the evaluator could selectively use values different from
their true input in order to learn information about the generator’s input by observing
multiple outputs of f(·, ·).

To address this issue, the generator and the evaluator run an oblivious transfer (OT)
protocol [NP01] instance for each of the evaluator’s input bits. Specifically, the evaluator’s
input to each OT instance is one of their input bits, while the generator’s input is the two
corresponding input labels. At the end of this process, the evaluator learns all their input
labels, while the generator learns nothing. The evaluator uses their labels and the labels
of the generator to compute the circuit output which is forwarded to the generator. The
generator sends the output value corresponding to the output label to the evaluator.

3 The Keyless Protocol

The goal of the Keyless protocol is to simplify authentication, management of cryptographic
keys, tokens, and identity information. To achieve this goal, the Keyless network is designed
to securely store and process these items using cooperating semi-trusted Keyless nodes which
form the Keyless network. A unique contribution of the Keyless network is to protect keys,
tokens, and identity information using a cryptographic biometric systems.
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Biometric information is collected from the user’s devices and checked against the cor-
responding biometric template securely stored by a subset of Keyless nodes. Matching
between the user biometric sample and the template is performed by the nodes using secure
multi-party computation protocols. These protocols guarantee that the Keyless nodes do
not learn the content of the user’s biometric template or the user’s biometric authentication
sample. Further, these protocols guarantee that any party trying to authenticate does not
learn the content of the biometric template or the authentication score. State-of-the-art
anti-spoofing and liveness detection techniques ensure that an actual human is in front of
the device during authentication. In a way, the Keyless protocol securely implements “Face
ID in the Cloud”.

The design of the Keyless protocol architecture allows the biometric and cryptographic
material belonging to the user resides in the Keyless network in an encrypted and secret
shared manner. Further, access to this information requires the user to perform biometric
authentication, as discussed above.

3.1 Biometrics in Keyless

Biometrics in Keyless serve two important roles: (1) to securely and reliably authenticate
the user to the Keyless network (2) to provide the basis for secure, flexible and easy-to-use
key recovery mechanisms. Authentication to the Keyless network helps in reconstructing
the cryptographic keys stored on the Keyless network in secret shared form.

Secure and Reliable User Authentication: Users can prove their identity to the Keyless
network by securely authenticating to a set of nodes using their encrypted biometric signals.
These signals are processed through secure multi-party protocols, and the result of this
computation is a single bit that indicates whether the user is associated with the claimed
identity. If the user is authenticated, they are sent the stored shares of the cryptographic
key material using which the user may reconstruct the stored key. The user may use the
reconstructed key to authenticate to any other third party application. In this process the
Keyless nodes do not learn any information about the user’s private key. The user may also
request the nodes to perform a computation involving their secret key, the nodes participate
in a multi-party computation to achieve that after authentication of the user.

Secure Recovery Mechanisms: The use of biometrics and semi-trusted nodes allows Key-
less to leverage biometrics to define a rich set of recovery procedures. For instance, Alice
may delegate her trusted friends Bob and Carl to recover (part of) her secret keys in case she
loses her smartphone. Alice could specify a policy that requires her to authenticate using
her face to Bob’s smartphone and Carl’s laptop within a 5-minute window. The Keyless
nodes enforce this policy, and the biometric authentication can be performed either locally
on Bob’s and Carl’s devices or remotely through secure multi-party computation protocols.

3.2 Protocol Details

The Keyless protocol involves two types of participants: the users, and the Keyless nodes.
Keyless nodes can be run by Keyless or by enterprises using Keyless for authentication. The
nodes store encrypted shares of users’ cryptographic key and biometric data. The Keyless
protocol can be used within on-premise, cloud, or hybrid environments.

Users interact with Keyless in the following scenarios: (1) enrollment: users creates new
Keyless Id and associate it with a personal device; Then enroll themselves to the Keyless net-
work by storing the private key associated with the Keyless Id and their biometric template
in a secret shared form on the Keyless nodes; (2) authentication: the user authenticates
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to the Keyless nodes which evaluate the closeness between the stored template and the
submitted authentication sample. (3) key revocation/recovery: in this scenario, the user
invalidates all or a subset of current keys and generate new ones after authenticating to the
Keyless network. This scenario is relevant when the user believes that their keys have been
leaked or when the user loses all their devices. In what follows, we summarise enrollment,
authentication, revocation/recovery. After successful authentication, the nodes participate
in a multi-party computation and perform different actions without reconstructing the secret
key of the user, as requested by the user.

We present two approaches for enrollment and authentication between the user and the
Keyless network. The first approach employs garbled circuits and multi-party computation
between the user device and the Keyless nodes. The second approach makes use of property-
preserving hash functions for key-agreement between the user device and the server to
generate high-entropy keys from low-entropy biometric signals of the user.

Enrollment During enrollment, the user’s device interacts with the Keyless network to
create a new identity, and to associate user-specific data to that identity. The user device
creates a cryptographic public/private keypair, and stores the private key on the Keyless
nodes. The key is secret shared and each of the shares are symmetric key encrypted before
being stored on the Keyless nodes. This device-specific keypair is associated with the user’s
identity and uniquely identifies the user’s device. The user also secret-shares their biometric
data and stores the encrypted shares on the Keyless nodes. The user device is authenticated
using challenge-response mechanism before the key and biometric shares are stored on the
nodes. Further authentication attempts will be allowed by the Keyless network only if the
user is authenticating via a device associated with the user’s Keyless account.

Keyless Network 
semi-trusted nodes form a 

subset of the network

User Read 
Biometrics

Encrypted Biometrics 
perform secret sharing 

with chosen nodes

keyless

Nodes locally store the 
encrypted shares of the user 
for the big data and for the 

generated secret keys

Figure 1: Keyless enrollment process.

Authentication The user authenticates to the Keyless network using their biometrics
from one of the enrolled devices. User authentication is carried out only after the en-
rolled device itself is authenticated first through challenge-response mechanism. The user-
authentication is performed through a garbled circuit evaluation of closeness of the enrolled
biometric template with the submitted authentication sample, carried out between the user
device and the Keyless nodes. Once the user is authenticated, the Keyless nodes forward the
encrypted shares of the user private key using which the user reconstructs the key. This key
can then be used to authenticate to any third party application or cryptocurrency system.
During this procedure, the Keyless nodes do not learn the user key or user biometrics at any
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point of the execution. After authentication, the user may choose to update the biometric
template or the private key stored on the Keyless nodes.

Instead of the user reconstructing the key, upon user’s request the nodes may themselves
participate in a multi-party computation and perform operations like signing a transaction
on behalf of the user using the shares of the key stored on the nodes. The nodes can also
perform revocation and recovery of the keys of the user in-case of loss of access to the devices
of the user.

Key Revocation and Recovery The revocation of a key pair needs to be performed
when the corresponding private key of the user is exposed. On the other hand, key recovery
is performed when the user loses access to all devices associated with her account. We view
recovery as a special case of revocation, in which after revoking all previous secrets, the user
generates new secrets and associates them to the user’s DID.

To initiate revocation/recovery, the user must have previously nominated two or more
trustees. Trustees can be trusted Keyless users (e.g., relative, friend or attorney), Keyless
nodes, or even a combination of both. To associate a recovery agent to their DID, the
user initiates a new transaction on their device, in which they authenticate with the Keyless
network using biometrics. The user updates the list of trustees or revoked keys by publishing
a transaction on the blockchain which is accessible to all the Keyless nodes. In addition, the
user may also update the policies for recovery (e.g., the user must authenticate using their
biometrics on the devices of at least two of their recovery agents, and all authentications
must be performed no more than five minutes apart) by publishing the same.

3.3 Biometrics-Authenticated Key Exchange

Traditionally, password authenticated key-exchange (PAKE) schemes have been used to
establish keys between two parties like client and server. Their main aim is to help the parties
agree on high-entropy cryptographic keys using low-entropy passwords. Many protocols have
been proposed in this direction [BM92, CHK+05, BM93, BPR00, JKK14] each varying on
how passwords are dealt with and what information is stored on the server and mitigating
different attacks including offline and online attacks by active malicious adversaries. Once
the key-exchange has been performed, the keys can be used for performing operations like
authentication etc. However, the critical aspect of all these schemes has been that the
passwords should match exactly for the key-exchange to proceed. On the other hand, many
teams have used biometrics for authentication [fac, zoo, sdo], however they suffer from the
different attacks like dictionary attacks on compromised servers or users, owing to the low-
entropy of the biometrics involved. Additionally, key-exchange schemes can not be directly
employed with biometrics because more often than not, no two readings of biometrics of a
person match exactly.

Keyless aims to bridge this gap and use biometrics for authentication and key-management
while being immune to different attacks both offline and online. Keyless protocol uses a novel
key-exchange scheme called BAKE (as briefly introduced in the Section 3.3) to establish
high-entropy keys between the client and the server using low-entropy biometrics.

It employs property-preserving hash functions on biometric signals which result in hash
outputs with the property that, if the biometrics are close (in terms of Hamming distance
etc), the hash outputs would be close. This feature along with the key-exchange for low-
entropy inputs [DHP+17] has been used to propose the BAKE protocol (to appear shortly as
a paper) which takes in biometrics of a user to establish high-entropy symmetric key between
the user and the Keyless node. This symmetric key can be used to derive further keys at the
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Key Revocation or 

Recovery

Read 
Biometrics

Encrypted 
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Keyless Blockchain)

keyless

Figure 2: Key revocation and recovery.

user for different applications. To prevent server-compromise attacks, the hash output of the
PPH is stored as shares on multiple-servers with a threshold secret sharing mechanism. The
Keyless nodes and the user after establishing high-entropy keys can participate in different
multi-party computation protocols to achieve different functionalities, including the secure
signing of transactions.

The BAKE protocol consists of the PPH function for the Gap Hamming predicate
of [BLV19], and the fuzzy PAKE protocol based on robust-secret sharing of [DHP+18].
In a high level, the user that wants to register their biometrics (or fuzzy input) with a
server first proceeds on getting a fresh reading of their biometrics; then the PPH function
is applied to the biometrics and the output is sent to the server that will store it together
with the userid. When the user wishes to authenticate/exchange a key with the server, the
user gets a fresh reading of their biometrics, applies the PPH function to them and invokes
the fPAKE protocol with the server by using their user id and the output of the PPH as its
fuzzy “password”. The server uses the PPH output that it stored earlier associated to that
user id as its own version of the fuzzy password.
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4 Example Use Cases

Signing DID documents and updates To sign a DID statement using a private key
managed by Keyless, the user connects to the Keyless network and provides their biometric
sample. If the authentication attempt was generated from a device associated with the
user’s identity, the biometric sample is obliviously compared to the corresponding template
by a set of Keyless nodes using a secure multi-party computation protocol. Upon successful
authentication, the user receives the shares of the secret key stored on the Keyless nodes
using which they reconstruct the private key.

The private key can be used to sign the DID public information document and then pub-
lish a transaction confirming the update. The user may also create multiple DID documents
and associate them to their existing public DID document by publishing a corresponding
document. The same procedure can be followed for any update to a public DID document
that exists in the blockchain associated with the Keyless network.

Keyless Network 
will validate user’s 

biometric data

User – wants to 
associate a new 

keypair to his existing 
public DID

Read 
Biometrics

Encrypted Biometrics 
perform secret sharing 
with chosen verifiers

If validation is goodNodes create a new key pair for the 
user, storing the shares of the secret 
key on the network, and posting an 
amendment transaction on the 
Keyless Blockchain associating the 
new public key with the existing DID 
of the user. No single node sees all 
shares of the secret key.

DID

Post amendment tx 
to the blockchain

keyless

Figure 3: DID update

Workforce and Customer Authentication Keyless can be integrated with enterprise
identity providers such as Forgerock, Okta or Ping Identity to enable passwordless authen-
tication across the whole organization, both for workforce and for customers.

The user initiates authentication by logging in to any website, e-shop, application or
computer at the company. The authentication request is passed by the identity provider
to the Keyless authentication server, which sends a push notification to a Keyless-enabled
mobile app in the user’s smartphone.
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After verifying the user’s biometrics via distributed matching with the Keyless network,
the Keyless-enabled app reconstructs the user’s secret key and signs the challenge issued by
the Keyless authentication server. The authentication server confirms the authentication
result to the identity provider, and the user can be granted access to the website or to the
computer depending on the company policies and user’s permissions.

Website
authentication

User IAM Authentication
successful

Authentication
challenge

Verifies user’s 
biometrics

Read 
Biometrics

Encrypted 
Biometrics

keylessIn the Keyless-
enabled app

Signed authentication
challenge

Figure 4: Workforce authentication

Associating Multiple Devices to a Keyless Identity Most users authenticate and
perform transactions on multitude devices, including smartphones, laptops, tablets and
smart watches. To accommodate such common usage scenarios, the Keyless network sup-
ports the association of multiple devices to a single user identity. The procedure to add a
new device is similar to that used for key revocation. The two main differences are: (1)
adding a new device can only be performed via one of the devices already associated with
the user’s identity during the enrollment procedure and (2) no key is revoked after adding
a new device.

Social media login Keyless network may be used to login to different social media web-
sites. After successful authentication to the Keyless network, the user may request the nodes
to sign a challenge generated by the social media website, proving that the user trying to
login to the website is indeed the person they claim to be. Alternatively, the user may
authenticate to the Keyless network and reconstruct the key and sign in response to the
challenge generated by the social media website during login.

5 Benefits of Keyless

Due to the design choices discussed, the Keyless protocol provides several unique security,
usability and availability benefits compared to competing technologies:

• High Availability: All information that belongs to a user is stored in a decentral-
ized manner in many independent nodes. The inherent redundancy of the Keyless
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architecture ensures that all information associated with each user remains available
regardless of whether the user loses access to their device. Furthermore, as Keyless
uses an open, decentralized architecture, no single node or company can unilaterally
remove information that belongs to a particular user.

• Strong Security: To guarantee the security of cryptographic keys, tokens and cryp-
tographic material within the Keyless network, the Keyless nodes do not store these
items directly. Instead, the nodes store encrypted shares of these items. Security con-
scious users may elect some of their devices as custodians of one or more shares of
their cryptographic material. This way, users may exert fine-grained control over how
Keyless operates on their private information, even though it is encrypted using only
user-accessible keys.

• Resilience Against Insecure User Devices: Devices are often compromised be-
cause users are seldom up to date with security patches or they unknowingly run
malicious software. As a result, loss of crypto-assets and disclosure of private informa-
tion occurs far too frequently. To address this problem, the Keyless protocol explicitly
assumes that user devices might be compromised and minimizes the amount of infor-
mation disclosed to those devices, by keeping the primary copy of all cryptographic
material in the network in a shared and encrypted form.

• Reliable Key Recovery Mechanisms: Users may lose access to all their devices,
and therefore to their cryptographic material, in a variety of circumstances such as
a natural disaster or a targeted attack, for example. Today, such events can lead to
an irreversible loss of users’ crypto-assets. Keyless avoids this problem as it stores all
cryptographic keys in the network. As a result, users can securely and reliably recover
their cryptographic keys when disaster strikes by proving their identity to the network
through biometrics.

• Non-repudiation: The anti-spoofing and liveness detection algorithms, combined
with trusted biometric authentication performed by Keyless nodes, allow the Keyless
protocol to implement non-repudiation. Transactions made using the Keyless network
guarantee they have been explicitly authorised by a legitimate user.
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• Ability to Locate Keys: One of the goals of Keyless is to make blockchain and
identity technologies available to the largest possible audience. To this end, the Key-
less protocol is designed to address some of the core usability issues that tend to affect
inexperienced users. One advantage of having the Keyless network managing all cryp-
tographic keys on the user’s behalf is that, for instance, users cannot misplace files
containing these keys.

As with all distributed systems, the Keyless architecture relies on the ability of users to
operate online. We believe in practice this is not a problem because most of the Keyless
use-cases (e.g., cryptocurrencies or authentication) require some form of interaction between
the user and other online services (i.e., the blockchain or the service to which the user is
authenticating). For this reason, lack of connectivity not only precludes access to Keyless
but also to the services the user is attempting to access. Additionally, wireless (and wired)
network infrastructures are becoming more widespread and reliable. For instance, the advent
of 5G technologies is expected to increase the reliability of wireless links in densely populated
areas and rural areas, thus reducing the likelihood that users will need to operate offline.
However, Keyless does support an offline mode for trusted devices. If a user often operates
offline, this might be their preferred mode. Finally, many successful protocols and services
developed in the last decade, including many blockchain technologies, effectively require
users to be online at all times.

6 Current Solutions

Blockstack [blo], Evernym [Tob18] and the Sovrin Foundation [Fou18] attempt to address
challenges related to digital identities and identity management. Keyless extends, comple-
ments and builds upon this work, but focuses more on solving authentication and recovery
challenges around identities. Other similar solutions, such as hardware wallets, seek to
solve the issues of digital authentication and management. Token improves the convenience
of hardware wallets like Trezor [tre] and Ledger [led] by distilling their technology into a
jewellery ring, functioning as a personal identity device. This option still requires users
to carry an extra physical device, which Keyless does not require per se. Another set of
solutions is software wallets. Two examples are Casa [cas] and Argent [arg], applications
that are one level up in the stack, which can build fully or partially on top of the Keyless
protocol. Finally, with regards to similar protocol designs, Enigma implements off-chain
solutions to address privacy and computation challenges of public blockchains [ZNP15], but
Keyless focuses on providing an identity-specific rather than general purpose decentralized
privacy-preserving computation protocol. Consequently, the Keyless protocol is architected
to support and optimise biometric authentication processes directly and from the ground up.
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A Overview of Cryptographic Tools

In this section, we give a high-level overview of the cryptographic tools used in the Keyless
protocol.

Signature Schemes The parties sign different transactions on different blockchain sys-
tems using the keys derived through the Keyless protocol using the corresponding signature
schemes. Signature schemes [GMR88, BM99, ElG85, Aki83] offer the properties of integrity,
authentication, and non-repudiation of the messages being exchanged. A signature scheme
consists of three algorithms (Gen,Sign,Ver).

• (sk, pk)← Gen(1λ): The algorithm Gen takes in the security parameter λ and outputs
a pair of secret key and the corresponding public key.

• s ← Sign(sk,m): The signing algorithm Sign takes message m and the secret key sk
as inputs and outputs a signature s.

• p ← Ver(s,m, pk): The verification algorithm Ver takes as input the signature s, the
message m and the public key pk and outputs a value p which takes the value > if the
signature is valid, ⊥ otherwise.

Secret Sharing Schemes A secret sharing scheme [Sha79, ISN89, Ped91] involves a
dealer sharing a secret among a set of parties such that any qualified subset of the parties
can recover the secret. In a (k, n) threshold secret sharing scheme, a secret s is shared
among a group of n parties such that any k parties out of the n parties should be able to
compute the secret value s (Recoverability) and no set of k − 1 parties or lesser should be
able to compute s (secrecy). In a (n, n) secret sharing scheme, all the parties receiving a
share should participate in the reconstruction of the secret information. A verifiable secret
sharing scheme [CGMA85] is a secret sharing scheme where the parties receiving the shares
can verify the validity and integrity of the shares received.

Multi-party Computation(MPC) protocols In MPC [Gol98, DA01, CDM00],Multiple
parties each with a specific private input participate in protocol to compute a function of
their respective private inputs, the output of which is known to all the participants. The
secrecy of the private inputs is maintained through out the protocol. In a protocol involving
n parties Pi1 ≤ i ≤ n each with private input xi compute

y ← f(x1, x2 · · ·xn)

All the parties Pi, 1 ≤ i ≤ n will have knowledge of the value y but no party Pi has any
information of the value xj for j 6= i. The MPC protocols offer certain security properties
even in case of malicious behavior by some of the participants including collusion. Multiple
adversarial parties in the system are modeled by a single external adversary who is considered
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to control the malicious participants. Some of the security properties offered by MPC
protocols are:

• Correctness: All the honest parties obtain the correct output irrespective of the be-
havior of the malicious parties

• Privacy : No party learns the private input of any other party participating in the
protocol.

• Guaranteed output delivery : All the honest parties obtain the output of the protocol.

• Fairness: Every honest party learns the output if one party learns the output of the
protocol.

MPC protocols can be achieved using several mechanisms including Garbled Circuits, Secret
Sharing, etc. A study of different tools available for implementing MPC functionality can
be found in the work by Hastings et.al. [HHN+].

B Decentralized Identity (DID)

Decentralized Identifiers (DIDs) enable unique, verifiable, “self-sovereign” digital identities
for entities (e.g., a person). DIDs are URLs that resolve DID documents, and these DID-
based URLs are akin to the familiar HTTP-based URLs that users type into browsers.
Similarly, DID documents are analogous to HTTP web pages. DID documents contain
various information, including identity information (e.g., public keys or user IDs such as
“alice@bitcoin.com”) controlled by some entity. Any entity can create and maintain as many
globally unique DIDs and DID documents as they like. When a DID and DID document
pair is associated with a verified legal identity, then the DID is called a Verynm-DID as
opposed to a Pseudonym-DID. A Pseudonym-DID is a DID and DID document that is not
associated with a legal identity, similar to an email address. In the following, we will use
the term identity as a techincal label that refers to the combination of a specific DID and
DID document, irrespective of whether it is a Verynm-DID or a Pseudonym-DID.

In the new and decentralized internet, identities reside on distributed ledgers (decen-
tralized blockchains) rather than centralized databases. The primary advantages of de-
centralized blockchains over centralized databases include a more reliable public source of
truth, free or permissionless access, decreased need to trust centralized authorities, lower
risk of system failure and downtime and finally stronger protection from hostile system at-
tacks. Storing identities on a decentralized blockchain rather than on a centralized database
makes these identities “self-sovereign” for several reasons. Firstly, each identity is unique.
Once created, only its legitimate owner can at any point in time claim that specific identity.
Further, identities are portable, allowing users to use the same identity without having to
register it multiple times across applications such as Gmail, Amazon, Facebook, Coinbase
and CryptoKitties. Lastly, these identities are immune to censorship as nobody can prevent
the legitimate user from creating or changing an identity. No one can track an identity if
the owner does not want it to be tracked. Anyone can verify an identity, but only if its
legitimate owner gives permission. Essentially, users are back in control.

Keyless builds upon and extends self-sovereign identity standards around DIDs and
DID documents on distributed ledgers [RSL+18]. Using Keyless, only public identities or
DIDs and DID documents of entities are stored on a public distributed ledger [Tob18].
Unlike public identities, private identities tend to require more computationally intensive
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processes, and public blockchains tend to be better suited to verify rather than to execute
computational processes.

Private identities of entities are not stored on any transparent public ledger. Instead, they
are stored and managed in the Keyless network: a privacy-preserving, computation support-
ing, biometrics-enabled distributed ledger network. Keyless’ main contribution to enabling
self-sovereign identities is to make authentication easier and more convenient. Keyless deliv-
ers convenience by enabling biometric processes, many of which help users access and manage
their identities. Therefore, the focus in this whitepaper is on Keyless’ biometrics-enabled
architecture and authentication processes, rather than on identity processes per-se. Im-
plementing convenient biometrics-enabled authentication processes on decentralized ledger
technologies has not been outlined in standard, rigorous and secure ways. Keyless intends
to do so, and this requires understanding a number of technical concepts described next.
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